
Measuring RandomnessSarang SaneBased on a talk in the students' seminarAbstra
tConsider throwing a "fair" 
oin as opposed to throwing a 
oin with twoheads. It is natural to think that the experiment/ a
tion/event of throwinga "fair" 
oin is "more random" than that of throwing the 
oin with twoheads. This takes us to the natural question of whether we 
an somehowmeasure randomness.For the major portion of this talk, we will try to answer the ques-tion,"How random is this a
tion/experiment/phenomenon"? This partis intended to be elementary, pre
ise and 
ompletely self-
ontained. Theanswer will be an expression whi
h o

urs in many other 
ontexts as well.Towards the end, I will try and make an ambitious attempt to try and tiethis up with appli
ations in s
ien
e (this part might be very vague).This write-up is based on a student seminar I gave in whi
h we studiedShannon entropy as a measure of randomness (we formulate axioms that su
ha fun
tion should follow based on heuristi
s and then prove Shannon's result thatthere is a unique su
h fun
tion) and then looked at one of the 
ontexts in whi
hthis problem arose (
oding theory).Let X denote our experiment whi
h 
an take n values x1, x2, . . . , xn withprobabilities p1, p2, . . . , pn. Note that for our purpose, the data p1, p2, . . . , pn isenough to 
ome up with a measure of randomness (in other words, the values
x1, x2, . . . , xn have no bearing on how random the experiment is). Let H be ourmeasure of the randomness in the experiment. Sin
e the values x1, x2, . . . , xn have1



no role, H is a fun
tion of p1, p2, . . . , pn (denoted by H(p1, p2, . . . , pn) or H(X)as per 
onvenien
e).Then, we make the following heuristi
 demands of H(p1, p2, . . . , pn) :1. H is symmetri
 in p1, p2, . . . , pn2. H(p1, p2, . . . , pn) ≥ 03. H(p1, p2, . . . , pn) = 0 if and only if pi = 1 for some i4. H(p1, p2, . . . , pn) a
hieves its maximum at p1 = p2 = . . . = pn = 1
n5. H(p1, p2, . . . , pn) = H(p1, p2, . . . , pn, 0)6. H(piqj : i = 1, 2, . . . , m; j = 1, 2, . . . , n) = H(p1, p2, . . . , pm)+H(q1, q2, . . . , qn)(Randomness of independent experiments equals the sum of the individuals)Let us now see what we obtain from these 6 axioms. Let
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Let k, l ∈ N su
h that k, l > 1.Then, given ǫ > 0, 
hoose r su
h that 1/r < ǫ,where r ∈ N.Then, ∃ s ∈ N su
h that
ls ≤ kr ≤ ls+1.

⇒ h(ls) ≤ h(kr) ≤ h(ls+1).

⇒ sh(l) ≤ rh(k) ≤ (s+ 1)h(l).

⇒
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. Thus, h(k)

log k
is a 
onstant !!! Hen
e, if wemake a 
hoi
e of unit, h(n) will be 
ompletely determined. The natural 
hoi
e isto let the fair 
oin toss be our unit, i.e.

7. h(2) = 1.Then h(k) = log2 k. Thus, from the hypotheses(1)-(7) , we obtain
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) = log2 nNoti
e that we have not said anything about what we expe
t when we haveexperiments whi
h are not independent. For those of us familiar with 
onditionalprobability (and a
tually for even those who are not), the following heuristi
swill not be hard to digest. Namely, we measure the randomness of one of theexperiments and then measure the randomness of the other CONDITIONAL onthe earlier one having already o

ured. This means that 
onditional on ea
hpossible out
ome of the �rst experiment, we 
al
ulate the randomness of these
ond and then sum these up with weights as the probabilities of the out
omesof the �rst. Putting this into equations, we get the following :3



H( ((pij)) ) = H(p1∗, p2∗, . . . , pn∗) +

n
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)where pi∗ =
∑n

j=1 pij.As self-respe
ting mathemati
ians, we of 
ourse that H be 
ontinuous! Thisleads us to the following :Theorem 1 (C.Shannon, 1948). Let H be a fun
tion of (p1, p2, . . . , pn);∑ pi =

1, n ∈ N satisfying the following properties :1. H is symmetri
.2. H > 03. H(p1, p2, . . . , pn) = 0 if and only if pi = 1 for some i4. H(p1, p2, . . . , pn) a
hieves its maximum at p1 = p2 = . . . = pn = 1
n5. H(p1, p2, . . . , pn) is 
ontinuous in (p1, p2, . . . , pn)6. H( ((pij)) ) = H(p1∗, p2∗, . . . , pm∗) +

∑m

i=1 pi∗H( pi1
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)7. H(1
2
, 1
2
) = 1Then H(p1, p2, . . . , pn) = −

∑n

i=1 pi log2 pi is the unique fun
tion satisfying theseproperties.Proof. Observe �rst that if pij = pi∗p∗j , where pi∗ =
∑n

j=1 pij, p∗j =
∑m

i=1 pij,(i.e., if the experiments are independent), then (6) gives us that
H( ((pij)) ) = H(p1∗, p2∗, . . . , pm∗) +H(p∗1, p∗2, . . . , p∗n).This was axiom (6) of the original set of axioms (refer page 2). Note that allthe other axioms there and the 
hoi
e of unit (H(1

2
, 1
2
) = 1) are part of thehypotheses. Hen
e, we already know that

H(1/n, 1/n, . . . , 1/n) = log2 n.4



Now 
onsider an experiment (p1, p2, . . . , pn) where all pi are rational. Then
pi = mi/m for some mi, m ∈ N. Let m0 = 0. De�ne a new experiment Y whi
htakes values in the set {1, 2, . . . , m}. We de�ne the probabilities 
onditional on
X = xi as uniform on m1+m2+ . . .+mi−1+1, m1+m2+ . . .+mi−1+2, . . . , m1+

m2 + . . .+mi−1 +mi, i.e.,
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e, for a �xed j, there is a unique i0 for whi
h pi0j = 1/m and for all
i 6= i0, pij = 0. This shows that

p∗j = 1/m ∀j ∈ 1, 2, . . . , m.Hen
e,
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But 
omputing the same quantity in the other way, we get :
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ulations together, we get that
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tly as we wanted. Re
all that we did this under the assumption that pi ∈ Q∀i.But H was assumed to be 
ontinuous and the right hand side is also 
ontinuous.Sin
e the rationals are dense, we �nally obtain
H(p1, p2, . . . , pn) = −

n
∑

i=1

pi log2 pi.The fun
tion H is 
alled the (Shannon) entropy.Shannon introdu
ed the 
on
ept of entropy to study the theory of languages aswell. Consider a set of alphabets, that is, any non-empty set. Then we look at theword semi-group formed under 
omposition or joining. We 
all this a language.Suppose I have some messages in this language, saym many messages in languagegenerated by alphabet A. I wish to 
ode these in some way, say in the language6



B whi
h has D many 
hara
ters. Let Cj be the 
odeword 
orresponding to themessage j, with length lj. Now, we 
an 
al
uulate the frequen
y of o

uren
e ofa parti
ular alphabet or word or set of words in a language and based on that,assign a probability measure on the set of words in the language. For example, inthe english language it is known that some letters are more frequent than others(for example, a,t,e are most frequent and z,x,q are least frequent). Suppose wehave su
h a probability measure p on the m messages and p = (p1, p2, . . . , pm).Thus, we have
Probabilities Messages Codeword CodewordLengths

p1 1 C1 l1

p2 2 C2 l2... ... C
−→

... ...
pm m Cm lmThe basi
 obje
tive of all this is that given the languages A and B, and theprobabilities, we try to get a 
ode C whi
h has the minimum average length, thatis, we try to get a 
ode minimizing

l(C) =

m
∑

i=1

pili.A question whi
h would still be gnawing at the ba
k of one's mind would bewhere entropy 
omes into the pi
ture in this entire dis
ussion. Shannon provedthat for any C,
l(C) ≥ −

m
∑

i=1

pi log2 pi.He further proved the existen
e of a 
ode C0 with l(C0) ≤ −
∑m

i=1 pi log2 pi + 1.Now note that the set of all words form a semi-group under joining and thatthe null word is in
luded to serve as identity.Then the 
ode map C is 
alledirredu
ible if no 
odeword Cj is an extension of a 
odeword Ci, i 6= j. It is 
alled7



uniquely de
ipherable if the extension of C to the word semi-group over {1,2, . . . , m} is 1-1. Now, 
learly any irredu
ible 
ode is uniquely de
ipherable. Letthe words i1i2 . . . ik and j1j2 . . . jl, where ea
h ix and jy ∈ {1,2,. . . , m} have thesame 
odeword. Then, 
onsider i1 and j1. They must have the same 
odewordand hen
e must be same, else it will be a 
ontradi
tion to irredu
ibility. In thisway, one 
an 
ontinue for 2,3, and so on. This will prove that k = l and ix = jxand hen
e the extension of C to the word semigroup exists and is 1-1. Hen
e,the 
ode C is uniquely de
ipherable. However, the 
onverse is not true. To seethis, 
hoose m = 2 and B = {0, 1}. Let C(1) = 0 and C(2) = 01. Then, 01 is anextension of 0 and hen
e this 
ode is not irredu
ible. However, observe that it isuniquely de
ipherable.Here is a theorem whi
h gives an equation to help de
ipher when irredu
ible
odes will a
tually exist.Theorem 2. (Kraft's Inequality) An irredu
ible 
ode, with lengths l1, l2, . . . , lmexists if and only if
D−l1 +D−l2 + . . .+D−lm ≤ 1. . . . (∗)Now, suppose that D = 2. This is a situation we are familiar with...whereour messages are being 
oded as strings of 0 and 1. In this situation, there is analgorithm whi
h allows to a
tually get an irredu
ible 
ode whi
h has minimum
ode length!!! We des
ribe this algorithm below and give a few illustrativeexamples.W.l.g. assume that p1 ≥ p2 ≥ . . . ≥ pm > 0. Suppose that l1, l2, . . . , lma
hieves minimum length. Then, being irredu
ible,

2−l1 + 2−l2 + . . .+ 2−lm ≤ 1.Suppose for some i < j, li > lj . Then, inter
hanging the 
odewords for the i-th and j-th letters, we get a new irredu
ible 
ode(sin
e the above equation isne
essary and su�
ient) with average length stri
tly lesser than the original one.But the original 
ode was assumed to be optimal and this gives a 
ontradi
tion.Hen
e, the optimal 
ode must be su
h that l1 ≤ l2 ≤ . . . ≤ lm. Further, supposethat lm > lm−1. Then, the 
odeword 
orresponding to the m-th message say wm is8



of the form c1c2 . . . clm where ea
h ci ∈ {0, 1} and 
an be written as c1c2 . . . clm−1
w′.But then we 
an simply drop w′ and the resulting 
odeword will be shorter,while the 
ode still remains irredu
ible whi
h will mean the new 
ode has astri
tly lesser average length, on
e again 
ontradi
ting optimality of the original
ode. Hen
e, lm = lm−1. Thus, the optimal irredu
ible 
ode should satisfy

l1 ≤ l2 ≤ . . . ≤ lm−1 = lm. Also, by irredu
ibility, it also follows that
2−l1 + 2−l2 + . . .+ 2−lm−2 + 2−(lm−1−1) ≤ 1.Now, suppose we 
lub the last two messages together and form a new messagem-1,m. Clearly, the new set-up is,

1 2 . . . m− 2 {m− 1, m}

p1 p2 . . . pm−2 pm−1 + pmand the previous inequality is satis�ed. Hen
e, ∃ an irredu
ible 
ode C ′ forthe redu
ed set of messages su
h that length of the i-th 
odeword is li for ifrom 1 to m − 2 and for the 
ombined �nal message the 
odeword length is
lm−1−1. Let C0

′ be the optimal 
ode for the 
ombined messages with 
odewords
w1

′, w2
′, . . . , wm−2

′, wm−1
′ and 
orresponding lengths of the 
odewords k1, k2, . . . , km−1.Make a new 
ode E for the original messages w1

′, w2
′, . . . , wm−2

′, wm−1
′0, wm−1

′1.Sin
e C0
′ is irredu
ible, so is E. Hen
e, we get the two equations l(C ′) ≤ l(C0

′)and l(C) ≤ l(E) whi
h means,
p1k1 + p2k2 + . . .+ pm−2km−2 + (pm−1 + pm)km−1 ≤

p1l1 + p2l2 + . . .+ pm−2lm−2 + (pm−1 + pm)(lm−1 − 1)and
p1k1 + p2k2 + . . .+ pm−2km−2 + (pm−1 + pm)(km−1 + 1) ≥

p1l1 + p2l2 + . . .+ pm−2lm−2 + pm−1lm−1 + pmlm.Now, using both the equations with the fa
t that lm = lm−1, we get that there isequality in both equations. But this means that E is also an optimal 
ode!!!Thus, to 
onstru
t the optimal 
ode for m messages with probabilitydistribution p1 ≥ p2 ≥ . . . ≥ pm, we �rst 
onstru
t it for m− 1 messages9



with distribution p1, p2, . . . , pm−1+pm and if that is w1
′, w2

′, . . . , wm−2
′, wm−1

′,then the optimal 
ode for the original m messages is
w1

′, w2
′, . . . , wm−2

′, wm−1
′0, wm−1

′1.One 
an now pro
eed by indu
tion. Note that one has to be a bit 
areful be
auseone has to ensure that at ea
h stage the 
ondition p1 ≥ p2 ≥ . . . ≥ pm > 0is satis�ed. If not, then one has to relabel the terms so that the 
ondition issatis�ed. This entire pro
ess is exa
tly Hu�man's algorithm.On
e again, the key senten
e to keep in mind is, at ea
h stage, JOIN VER-TICES WITH MINIMUM PROBABILITIES .Just to illustrate it, let us 
onsider a few examples.(The pi
tures below are notvery good. It is better to view these as binary trees. I will try to modify thesewith better ones in the near future.)1.
1 2 3 4 5

0.02 0.03 0.15 0.2 0.6

↓ −→ −→↓ ↓ ↓ ↓

1 | 0.05 0.15 0.2 0.6

| ↓−→ −→ −→↓ ↓ ↓

1 | 0.2 0.2 0.6

| ↓−→ −→ −→↓ ↓

1 | 0.4 0.6

| ↓ ↓

1 0Now retra
e the arrows to the required digit, and take the digits below the arrowsin the same order. That will give you the 
odeword for the digit. Then, theHu�man 
ode for this set-up is, 10



5 → 0, 4 → 10, 3 → 110,

2 → 1110, 1 → 1111Note here that the probabilities were ordered throughout the pro
edure. We
onsider an example where that 
ondition breaks down mid-way. We inter
hangethe digits (messages) to preserve that 
ondition and 
arry on the pro
edure.2.
1 2 3 4 5

0.05 0.05 0.15 0.15 0.6

↓ −→ −→↓ ↓ ↓ ↓

1 | 0.1 0.15 0.15 0.6

| ↓ −→ −→ −→↓ ↓ ↓

1 | ց 0.2 0.6

\ ց →⇓−→ 0.25 ↓

1| ց ↓ ↓

\ 0.45 0.6

1 0This time while retra
ing note that we have inter
hanged at one point, (where itis represented by the double arrow)and so one should be 
areful in tra
ing ba
kthe arrows. The Hu�man 
ode for this set-up thus is,5 → 04 → 113 → 1002 → 10101 → 1011Good Referen
e : Ergodi
 Theory and Information by Patri
k Billingsley.11


